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Criminals are becoming more experienced and skilled at social engineering techniques which can develop a digital clone of

UHNWIs, writes lawyer Daniel Gore

Ultra-High Net Worth individuals (UHNWI) are increasingly becoming targets of sophisticated criminal attacks using a range of

different methods.

Whilst physical attacks, such as kidnappings and burglaries, are still methods employed by criminals to attack UHNWIs and their

families, cyberattacks have become an equal or, perhaps, greater focus due to the increased reliance on technology to operate

and manage personal lives and commercial activity. 

The practical reality is that it is easier for individual perpetrators or criminal organisations to target UHNWIs from a location

thousands of miles away, rather than having to plan and coordinate a physical attack and then deal with the assets (which are

often unique and identifiable).   

UHNWIs are often high-profile figures so some of their personal information ends up being available online across different

platforms and sources.

Even the most basic information about an individual can help criminals to form a digital personality, mimicking an UHNWI, or to

ascertain their patterns of behaviour.

Criminals are becoming more experienced and skilled at social engineering techniques which can develop a digital clone of the

UHNWI and, ultimately, lead to the manipulation of the UHNWI's contacts to obtain information about, or access to, their assets.  

Rising risk levels
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The risks of these types of attacks has significantly increased due to the globalisation of the corporate world and the behaviour of

UHNWIs across their personal and business lives.

UHNWIs often spend less time in a physical home or office location, instead choosing to move around the globe.  That means they

regularly engage in sensitive personal or commercial activity from unconventional environments.  Joining board meetings from

the deck of a private yacht, or leading sensitive negotiations from a seat on a private plane can increase the vulnerability of a

UHNWI's data and technology.  Engaging with personal bankers or financial advisers across different platforms and networks

inherently exposes the communications to attack. 

UHNWIs also have to be conscious that attacks against them can originate through their professional advisers. 

Those professional advisors often hold a significant amount of personal information and details about assets.  Criminal

organisations can obtain access to the information held by professional advisors and deploy that data against the end clients

directly, rather than engaging in an attack against the professional advisors themselves.

Traditional cyber attacks through email systems and messages remain a common form of cyber attack and continue to result in

successful attacks against individuals and corporate entities.  'Phishing' attacks have evolved to become highly sophisticated and

realistic, and where UHNWIs conduct business on their mobile devices (phones, tables etc.) the key identifiers of a scam email can

often be obscured.  'Whaling / Whale phishing' is now a common form of that type of cyber attack which specifical targets

UHNWIs. 

Session hijacking is another method being adopted by criminals and this is particularly relevant for UNHWIs who conduct

sensitive business activity remotely, often in unfamiliar surroundings where they do not have complete control over the security

environment.  This type of attack can expose both the individual and any corporate entity to damage, as the attacker can mimic

the UHNWI and give instructions and commands. 

Eavesdropping attacks (sometimes referred to as snooping or sniffing) are another risk for a UHNWI and can be particularly acute

where the individual is operating across multiple devices on a regular basis, or moving between different data networks and

communication platforms. 

Corporations
Whilst the UHNWI should be focused on their own personal position, they also have to be conscious of the risks to which they

also expose other people and corporate entities.  

Cyberattacks regularly target corporate entities (and government infrastructure and organisations) and they are often successful

due to the behaviour of a single individual.  Whilst any individual in the corporate environment can be a target, the UHNWI is

likely to hold a senior role and have access to much more sensitive information and systems.  

The UHNWI can also inadvertently expose their own physical or digital assets. Digital records could be manipulated to alter the

ownership details of a plane or yacht, which could then be sold on by the criminal to an unsuspecting third party.  It may also be

possible for criminals to divert the transport of artwork to themselves or to insert false credentials to gain access to secure

storage facilities.  Digital currencies can also be targeted, especially where possession of a unique key or code is the only means of

identifying the owner. 
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Where a UHNWI does become a victim of a cyberattack, they should be conscious of their own legal liability in the circumstances.

Should they inadvertently disclose information about a third party or business then there could be legal issues around money

laundering and financial crimes, as well as data handling and reputational issues. 

The 'failure to prevent fraud' offence introduced under the Economic Crime and Corporate Transparency Act 2023 relates to

corporate entities, but where an UHNWI's personal and business activities overlap, they may have to show that they have

complied with the reasonable procedures put in place by their business(s) or they could risk breaching those provisions on behalf

of the business. 

In a crisis, it is critically important to have your trusted team in place to respond immediately and efficiently.

Daniel Gore is senior associate in Withers' litigation team
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